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Introduction

Motivation

» Network protocols are defined in specs such as RFCs

» They are written in English (and not in a formal language)
> ambiguities
» incomplete specifications

In particular, studying TLS in the 2010’s was interesting
» first IPv4-scale scans of the HTTPS ecosystem
> state machine issues affecting all major TLS stacks (e.g. FREAK)
» other high-profile security bugs such as Heartbleed
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Introduction

Research Directions

P Internet scans and study of the ecosystems
» development of platforms for TLS and SSH stacks
» Derivation of implementations
> focus on parser generators
» State-machine inference to test stacks
» we focus on this direction in the remaining of the presentation
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Interlude: Why Real-World Stacks Swuek are Interesting

What does a TLS server answer to a client proposing AES128-SHA and
ECDH-ECDSA-AES128-SHA?

A AES128-SHA (0x002f)

B ECDH-ECDSA-AES128-SHA (0xc005)
C an alert

D the answer D (RC4_MD5) (0x0005)

Guess what, we can explain it:
P a ciphersuite is a 16-bit integer
» for many years, all valid suites started with a null byte (00 XX)
» why bother comparing the most significant byte?



Active Automata Learning and its Security Applications

Plan

Active Automata Learning and its Security Applications

O. Levillain, A. Rasoamanana GASP 8/30



Active Automata Learning and its Security Applications

Examples of State Machine Flaws

> EarlyCCS (CVE-2014-0224)

» FREAK (CVE-2015-0204)

> WinShock (CVE-2014-6321)

» libssh Client Authentication Bypass (CVE-2018-10933)
» WolfSSL Server Authentication Bypass (CVE-2020-24613)
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Methodology: Pipeline
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Methodology: Pipeline
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Methodology: Pain Points
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Active Automata Learning and its Security Applications

Methodology: Pain Points

_______________

. Vocabulary
L e e e e e e e e e - - - 1

A r--meee--o A

1
A

X ot X
______________ OK
. State Machine Analyzer
e ' Bugs

: Writing a new mapper for each protocol
» we (almost) need a protocol implementation...

. » which is flexible and robust

P where every choice is ideally clear and explicit
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Active Automata Learning

and its Security Applications

Application to TLS: Authentication Bypasses [ESORICS22]

r

. State Machine

ClientHello
ServerHello
Finished, Alert...
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CVE-2020-24613: The Flaw
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» the server presents its (Certificate)
> it proves its identity (CertificateVerify)
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Active Automata Learning and its Security Applications

CVE-2020-24613: The Flaw

Client Server
Clientge1;

+ C13 °
lentKeyShare ext.
gerverfello

+ Ser In a normal TLS 1.3 message flaw

» the server presents its (Certificate)
> it proves its identity (CertificateVerify)
> this message contains a signature (requiring the private key)

What happens if a client accepts a connection missing the CertificateVerify?
P the private key is not necessary anymore for a successful handshake
P an attacker can impersonate any server to such a client
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CVE-2020-24613: A Better Representation

- / ClientHello

CertificateVerify / -

Finished
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AppData / EOF
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Active Automata Learning and its Security Applications

Application to TLS: Fingerprinting [ESORICS22]

1
i ClientHello 1
1 ServerHello 1
1 Finished, Alert... 1

160303006401.

pylstar m TLS Stacks
160303003802.
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Active Automata Learning and its Security Applications

Application to OPC-UA: The Mealy Verifer [ARES24]

. State Machine | Me‘aily
Lo ____ ' Verifier . .
Violations
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Active Automata Learning and its Security Applications

Application to SSH: The Mealy Verifer [ARES24]
______________ . OK
. State Machine :—>@<
bommmmmmmmmoes ' eriner Violations
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Focus on CVE-2025-14942

SSH in a Nutshell (1/2)

» SSH means SSH-2 in this presentation
» SSH is a 3-layer protocol

» Transport: key exchange, server authentication and channel protection
» User Authentication
» Connection: multiplexing application data channels
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Client Server
Banners
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Case Study

» Client state machine
» Transport + UserAuthentication layers
P> 8 input messages, 16 states
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Papers, please? (Early UserAuthFailure[password])

> If a rogue server starts the handshake...

P and sends an early UserAuthFailure with the
password method...

P the vulnerable client happily sends its password

c» UTH_FAILURE / AUTH_PW (AUTH—PW)

EXINIT/ KEXINIT+DH_INIT
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Focus on CVE-2025-14942

Papers, please? (Early UserAuthFailure[password])

> If a rogue server starts the handshake...

P and sends an early UserAuthFailure with the
password method...

P the vulnerable client happily sends its password
(AUTH_PW)

» Problem: there was no server authentication

Demo?
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Focus on CVE-2025-14942

Early UserAuthFailure (invalid)

Client Banners Invalid Server
KexInit
DHReply

NewKeys

s —
e
s

» Since the server presents an unknown public key,

P the client rejects the connecion
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Focus on CVE-2025-14942
Early UserAuthFailure (attacker)

Client B Attacker
anners

< d

KexInit

DHInjt

UserAuthFailure

serAuthRequest

» We skip the server authentication...
» and send a bogus UserAuthFailure message...
» which triggers the client to send its password,

» in cleartext, and to an unauthenticated server

» We can share the PoC if you are interested (e.g. if you have to exploit a wolfSSH client...)
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What Can | Do for You? (Early UserAuthSuccess)
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What Can | Do for You? (Early UserAuthSuccess)
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Focus on CVE-2025-14942

What Can | Do for You? (Early UserAuthSuccess)

Client B Attacker
- anners N
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ServiceRequest (userauth)
UserAuthRequest (none)
ChannelOpen
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Focus on CVE-2025-14942

Can | Have an Autograph? (Early UserAuthFailure[publickey])

Attacker

)

Client
T Banners

KexInit
< 2|

DHInit

UserAuthFailure

» We skip the server authentication...
» and send a bogus UserAuthFailure message (with the publickey method)...
P> which triggers the client to sign an empty context with its private key

» Such a signature could be used against other buggy servers...
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Conclusion

GASP has ended, what's next?

Short-term
» work on our tools and platforms
» results to publish on SSH and Fingerprinting
» unpublished papers on Greybox Inference, Adaptive Learning
Long-term
» more protocols (QUIC, RDP)
» more efficient inferences (adaptive learning, system-level tricks)
» more efficient analyses/visualisation
Longer-term
P> towards automatic mappers

> extension to other domains (syscalls, APIs)
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Questions

Thank you for your attention
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